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REASONS WHY ORAL ARGUMENT SHOULD BE HEARD

Pursuant to Local Rule 34.0(a), Appellant respectfully requests that the Court

schedule oral argument in this case.  This case raises important constitutional and

statutory questions regarding the circumstances under which the Internal Revenue

Service (IRS) is authorized to issue summonses to obtain taxpayers’ private records. 

In particular, it raises issues of first impression within this circuit regarding whether 

and when IRS may obtain records without (as here) notifying the taxpayer of its

actions and providing him an opportunity to resist the summons.  Oral argument is

likely to assist the Court in addressing those issues.  

ix



INTRODUCTION

At issue in this case is whether either the U.S. Constitution or federal statutes

impose meaningful restrictions on Internal Revenue Service authority to gain

surreptitious access to a taxpayer’s confidential financial records without providing

the taxpayer any opportunity to object and without showing a substantial need for the

information.

     IRS has never suggested in this case that Appellant James Harper has failed to

satisfy his federal income tax obligations.  IRS nonetheless obtained Harper’s

confidential records by means of a summons it issued to a company holding those

records as Harper’s bailee.  Pursuant to its contract with Harper, the bailee agreed to

hold his records in the strictest of confidence.  IRS violated Harper’s Fourth

Amendment rights by obtaining his private papers without a subpoena and without

any showing of probable cause.

IRS violated Harper’s rights under 26 U.S.C. § 7609(f) and the Fifth

Amendment’s Due Process Clause by seizing his papers without legal justification and 

without notice or opportunity to contest the seizure.

The district court dismissed Harper’s complaint, holding that the complaint fails

to state a claim upon which relief can be granted.  That ruling elided Harper’s

contractual rights and misinterpreted federal constitutional and statute law.  Indeed,



Congress amended the tax code on two separate occasions to prevent IRS from

engaging in precisely the sort of fishing expedition at issue here.

JURISDICTIONAL STATEMENT

Appellant’s Complaint, filed on July 15, 2020 in U.S. District Court for the

District of New Hampshire, asserts claims for violations of his rights under the Fourth

and Fifth Amendments and a provision of the Internal Revenue Code.  The district

court had subject-matter jurisdiction over the claim under 28 U.S.C. § 1331.  The

district court entered final judgment for Appellees on May 30, 2023, disposing of all

parties’ claims.

Appellant filed his timely notice of appeal on July 10, 2023.  This Court has

jurisdiction over the appeal under 28 U.S.C. § 1291.

STATEMENT OF ISSUES PRESENTED FOR REVIEW

1.  Does the Amended Complaint allege facts sufficient to show that IRS’s

seizure of Harper’s financial records constituted a Fourth Amendment “search?”

2.  Does the Amended Complaint allege facts sufficient to show that IRS’s

seizure of Harper’s financial records was not “reasonable” within the meaning of the

Fourth Amendment?

2



3.  Has Congress authorized taxpayers who are the targets of John Doe

summonses to seek federal-court relief for injuries incurred when IRS fails to adhere

to the limitations on John Doe summonses imposed by 26 U.S.C. § 7609(f)?

4.  Does the Amended Complaint adequately allege that IRS failed to adhere to

26 U.S.C. 7609(f)’s limitations on John Doe summonses when it obtained a summons

directing Coinbase, Inc. to turn over financial records in its possession that belong to

Harper?

5.  Does the Amended Complaint adequately allege that IRS violated Harper’s

Fifth Amendment procedural due process rights when it seized his business records

without notifying Harper of its intended actions and without providing Harper any

opportunity to contest the seizure? 

STATEMENT OF THE CASE

Constitutional and Statutory Provisions Involved

The text of the Fourth and Fifth Amendments to the United States Constitution,

and of 26 U.S.C. § 7609(f), are included in the Addendum to this brief.

Coinbase’s Contract with Harper Guarantees Privacy of His Papers

In 2013, Appellant James Harper opened an account with Coinbase, Inc., a

digital currency exchange that facilitates transactions in virtual currencies such as

bitcoin.  JA10, First Amended Complaint (“Complaint”) ¶ 18.   When opening the
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account, Harper entered into a Contract with Coinbase pursuant to which Coinbase

agreed to maintain the privacy of personal information—including financial

information—contained in papers he entrusted to Coinbase.

Relevant portions of the Contract are attached to the Complaint as Exhibit 1,

JA33-36.  The Contract states that “[p]rotecting your privacy is very important to

Coinbase” (JA33) and incorporates by reference (JA11, Complaint ¶ 20) Coinbase’s

Privacy Policy, which is attached to the Complaint as Exhibit 2, JA37-43.  Pursuant

to its Privacy Policy, Coinbase agreed to keep confidential the financial information

Harper shared with Coinbase.  Coinbase promised that it would “protect” personal

information “by maintaining physical, electronic and procedural safeguards in

compliance with applicable US federal and state regulations,” using “computer

safeguards such as firewalls and data encryption,” employing “physical access

controls to our buildings and files,” and “authoriz[ing] access to personal information

only for those employees who require it to fulfill their job responsibilities.”  JA39.

The Privacy Policy specified that Coinbase was not, without Harper’s

permission, to “use [Harper’s] personal information for purposes other than those”

explicitly set out in the Policy.  JA40.

Harper entered into the Contract in reliance on Coinbase’s promise not to share

his personal financial records with others.  During 2013 and 2014, Harper made a
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series of deposits of bitcoin in his Coinbase account—primarily as income from

consulting work.  JA13, Complaint ¶ 29.  Harper routinely converted such income into

dollars, and in 2015 he transferred his remaining Coinbase holdings to a hardware

wallet; by early 2016, he no longer held bitcoin on Coinbase’s platform.  JA13-14,

Complaint ¶¶ 35-36.  To execute transactions, Harper had to share his personal

financial information—constitutional papers and effects—with Coinbase.

On his federal income tax returns for 2013-16, Harper reported all income and

capital gains related to his Coinbase transactions and paid the requisite federal income

tax.  Ibid., Complaint ¶¶ 30, 31, 33, 37.

Through a summons issued to Coinbase, IRS obtained (and continues to hold)

Harper’s financial records.  Harper gave the documents to Coinbase as his bailee, on

the understanding that their privacy would be maintained.  At issue here is whether

IRS seizure of those records and its refusal to return them to Harper violate his rights

under the Constitution and applicable federal statutes.

Restrictions on IRS Use of “John Doe” Summonses

A federal statute allows IRS to serve a summons on any person, without prior

judicial approval, if the information sought is necessary to ascertain that person’s tax

liability. 26 U.S.C. § 7602(a).  Whether that statutory authority extended to

information regarding taxpayers unknown to IRS was long a matter of dispute.  In
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United States v. Bisceglia, 420 U.S. 141 (1975), the Supreme Court upheld IRS’s

authority under § 7602(a) to issue such “John Doe” summonses.1  The Court held that

IRS could require a bank to disclose the identity of an individual who had deposited

$20,000 in dilapidated $100 bills, on the theory that the depositor might have failed

to report income on transactions relating to those $100 bills.  Id. at 149-50.  The Court

acknowledged that such broad summons authority “may be abused” and “could be

used to conduct ‘fishing expeditions’ into the private affairs of bank depositors.”  Id.

at 150-51.  But it noted that any such abuse could be checked by federal district

courts, which were authorized to hear challenges to summonses raised by third-party

record-keepers.  Ibid.

In direct response to the Bisceglia decision, Congress added 26 U.S.C.

§ 7609(f) to the Internal Revenue Code, to impose strict limits on IRS’s use of John

Doe summonses.  Tiffany Fine Arts, Inc. v. United States, 469 U.S. 310, 315-17

(1985) (“§ 7609(f) was a response to concerns that our decision in Bisceglia did not

provide sufficient restraints, in the John Doe context, on the IRS’s exercise of its

summons power.”).  Congress determined that Bisceglia “might ‘unreasonably

infringe on the civil rights of taxpayers, including the right to privacy.’”  Id. at 316

1 A John Doe summons is a direction to a third party to surrender information
concerning taxpayers whose identity is unknown to IRS.
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(quoting S.Rep. 94-938, at 368; H.R.Rep. 94-658, at 307) (emphasis added).  As

adopted in 1976, § 7609(f) provided that a John Doe summons is improper unless it

meets three prerequisites:

(i) the summons relates to the investigation of a particular person or
ascertainable group or class of persons;

(ii) there is a reasonable basis for believing that such persons or group or class
of persons may fail or may have failed to comply with any provision of the
internal revenue law, and

(iii) the information sought to be obtained from the examination of the records
(and the identity of the person or persons with respect to whose liability the
summons is issued) is not readily available from other sources.

Congress realized that John Doe taxpayers, generally unaware that IRS is

seeking their records from a third-party, will not be in a position to contest the

summons.  The Tax Reform Act of 1976 therefore also provided that IRS may not

issue a John Doe summons without first satisfying a federal court, in an ex parte

proceeding, that it has met the three statutory prerequisites listed above.  26 U.S.C.

§§ 7609(f), 7609(h)(2).

After the events giving rise to this action, Congress concluded that IRS was

continuing to employ John Doe summonses in a manner that “at times potentially

exceeded its intended purpose.”  H.R.Rep. 116-39(I), 2019 WL 1649873 at *41

(2019).  In order to “clarify” the limited scope of IRS’s John Doe summons powers,

Congress added the following language to § 7609(f) in 2019:
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The Secretary shall not issue any [John Doe] summons ... unless the
information sought to be obtained is narrowly tailored to information
that pertains to the failure (or potential failure) of the person or group or
class of persons referred to in paragraph (2) to comply with one or more
provisions of the internal revenue law.

Taxpayer First Act, P.L. 116-25 (2019), § 1204 (emphasis added).

IRS Obtains Appellant’s Financial Records from Coinbase, Inc.

In November 2016, IRS filed an ex parte petition in the Northern District of

California for an order permitting it to serve a John Doe summons on Coinbase. 

JA112-114.  The proposed summons sought detailed financial records for 2013-2015

for the approximately one million Coinbase customers with ties to the U.S. “who

conducted transactions in a convertible virtual currency.”  IRS claimed to be

investigating under-reporting of taxable income and asserted that “United States

persons who, at any time during the period January 1, 2013, through December 31,

2015, conducted transactions in a convertible virtual currency” constituted “an

ascertainable group” of people within the meaning of § 7609(f).  JA125.2  After

conducting an ex parte review of IRS’s petition, a magistrate judge on November 30,

2016, signed an order (prepared by IRS counsel) stating that the government satisfied

2 IRS does not contest that its “ascertainable” group contains many millions of
U.S. citizens and that it has never attempted to ascertain precisely who is contained
within the group.
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the three § 7609(f) prerequisites and authorizing IRS to issue the subpoena.  JA174-75 

(“Coinbase I”).

Coinbase did not comply with the summons, prompting IRS to seek

enforcement.  Harper read news reports about the action.  A privacy advocate and

policy analyst, he joined an amicus brief arguing against IRS’s position, but he did not

attempt to intervene in light of IRS’s position that John Doe intervention is never

permissible and his belief that the summons did not encompass his records.3  The

magistrate declined to hear a challenge to her prior, ex parte decision that the IRS

summons met the requirements of § 7609(f).  United States v. Coinbase, Inc., 2017

WL 3035164 at *5 (N.D. Cal. July 18, 2017) (“Coinbase II”).  Concluding that the

summons was broader than necessary to achieve its legitimate purposes, she ordered

enforcement of a narrowed version.  United States v. Coinbase, Inc., 2017 WL

5890052 at *6-*8 (N.D. Cal., Nov. 28, 2017) (“Coinbase III”).  As a result, Coinbase

disclosed to IRS detailed financial information for more than 10,000 account holders. 

Ibid. 

3 Harper also relied on Coinbase’s public statement that it would notify affected
users before handing over information, a notice he never received.  His involvement
or non-involvement in the Coinbase summons enforcement action is irrelevant to this
appeal.  IRS has not asserted that this action should be dismissed on the ground that
Harper could have, or in fact did, become involved in the enforcement action.
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Harper learned that his financial records were likely among those disclosed by

Coinbase when he received a threatening letter from IRS dated August 9, 2019.  The

letter stated, “We have information that you have or had one or more accounts

containing virtual currency but may not have properly reported your transactions

involving virtual currency.”  JA14-15, Complaint ¶¶ 67-69; JA66-68.4  Based on the

letter,  Harper concluded that IRS must have received his personal financial records

from at least one of the three cryptocurrency exchanges with which he has conducted

business: Coinbase, Abra, and Uphold.  JA20, Complaint ¶ 70.  IRS’s district court

filings confirm that it received Harper’s financial records from Coinbase alone.

District Court Proceedings — Round I

Harper filed this suit in July 2020, alleging that Appellees gained access to his

private financial records in violation of his rights under the Fourth and Fifth

Amendments and 26 U.S.C. § 7609(f). The Complaint sought injunctive and

declaratory relief, as well as damages from John Does 1 through 10.

In March 2021, the district court granted Appellees’ motion to dismiss under

Fed.R.Civ.P. 12(b)(1) and 12(b)(6).  Harper v. Rettig, 2021 WL 1109254 (D.N.H.

4 The threat was apparently an empty one: in the ensuing four years, Harper has
received no follow-up correspondence from IRS.  That silence is unsurprising, given
that Harper’s 2013-15 income tax returns properly reported his cryptocurrency
transactions.  JA13-14, Complaint ¶¶ 30-37. 
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Mar. 23, 2021).  It held that the Anti-Injunction Act, 26 U.S.C. § 7421, deprived the

court of subject matter jurisdiction over Harper’s claims against IRS and its

Commissioner for injunctive and declaratory relief.  Id. at *3-*5.  The court dismissed

Harper’s claims for monetary relief under Rule 12(b)(6), ruling that the cause of

action recognized by Bivens v. Six Unknown Named Agents of Fed. Bureau of

Narcotics, 403 U.S. 388 (1971), should not be extended to this case.  Id. at *5-7.5

This Court reversed.  Harper v. Rettig, 46 F.4th 1 (1st Cir. 2022).  It held that

the Anti-Injunction Act bars only suits that seek to restrain “the assessment or

collection of any tax,” not suits such as Harper’s that challenge IRS information

gathering.  Id. at 7-8.  It vacated the lack-of-subject-matter-jurisdiction dismissal and

remanded the case to the district court “to consider, in the first instance, whether

[Harper] has stated a claim on which relief can be granted.”  Id. at 9.  The Court

denied Appellees’ petition for panel rehearing in November 2022.

District Court Proceedings — Round Two

In January 2023, Appellees filed a second Rule 12(b)(6) motion, seeking

dismissal of all claims for failure to state a claim.  The district court granted the

motion on May 26, 2023, JA73-108, and entered judgment for Appellees.  JA109.

5 Harper did not appeal from the Bivens ruling.  The district court did not
address Appellees’ additional argument that Harper failed to state a claim under the
Fourth and Fifth Amendments. 
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 The court held that Harper has “no protectable Fourth Amendment interest in

the Coinbase records.”  JA81.  It held that he lacked “a legitimate expectation of

privacy in information he voluntarily turn[ed] over” to Coinbase.  JA82-84.  It held

that the contractual confidentiality agreement entered into between Harper and

Coinbase “d[id] not compel a different result,” noting that the “terms of agreement”

“warned” Harper that Coinbase would disclose the documents if ordered to do so by

a court.  JA85-86.  The court also held that Harper lacked a protectable property

interest in the papers he entrusted to Coinbase, asserting that the papers summoned by

IRS belonged to Coinbase, not Harper.  JA87.  The court held that IRS’s actions did

not violate the Fourth Amendment for the additional reason that they were

“reasonable” under standards established in a statutory interpretation case, United

States v. Powell, 379 U.S. 8 (1964).  JA89-92.

The court also dismissed Harper’s § 7609(f) claim.  JA97-107.  The court

“assume[d], without deciding” that the Administrative Procedure Act (APA), 5 U.S.C.

§ 704, provides Harper with standing to sue for violations of § 7609(f).  JA101.  It

nonetheless held that neither Harper nor anyone else is entitled to challenge a

magistrate’s ex parte finding that IRS has satisfied the prerequisites of § 7609(f) and

is entitled to issuance of a John Doe summons.  JA101-02.
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The court ruled, in the alternative, that the Complaint did not state a claim that

IRS failed to satisfy § 7609(f)’s three prerequisites for a valid John Doe summons. 

The court held that the investigation described in the summons was directed to an

“ascertainable” group—despite its enormous size and the impracticability of ever

attempting to ascertain its members.  JA104-05.  The court held that Harper failed to

state a claim for violation of the § 7609(f)(2) requirement because the IRS declaration

accompanying its summons request adequately alleged that the group it identified may

have failed to comply with the tax laws—notwithstanding Harper’s allegations that

the declaration was inadequate.  JA105-06.  The court also rejected Harper’s claim

that IRS violated § 7609(f)(3) by seeking information that was “readily available from

other sources.”  JA106-07.  Harper argued that the financial records IRS sought could

have been obtained directly from taxpayers if it had first asked Coinbase to provide

the identity and contact information of its customers. The court held that while

proceeding in that manner was an option available to IRS, nothing in the language of

§ 7609(f)(3) requires it to do so.  Ibid.

Finally, the court rejected Harper’s claim that IRS violated his procedural due

process rights by seizing his financial records without providing him notice and an

opportunity to object to the seizure.  JA92-97.  The court ruled that Harper lacks both

a protectable liberty interest in maintaining the privacy of his financial records and a
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protectable property interest in the papers themselves.  JA93-94.  It held further that

even if Harper could identify a protectable liberty or property interest, the ex parte

proceeding established by § 7609(f) provided him with all the process he was due

under the Fifth Amendment.  JA94-97.

SUMMARY OF ARGUMENT

The Complaint states a claim for violation of Harper’s Fourth Amendment

rights against unreasonable search and seizure of his papers.  The district court’s

holding that IRS’s conduct did not constitute a Fourth Amendment search or seizure 

misapplied the third-party doctrine, for two reasons.  First, because that privacy-based

doctrine is derived solely from the “reasonable expectation of privacy” test, it is

inapplicable to determining whether a property-based seizure or search occurred. 

Here, Harper’s records were his “dearest property,” and IRS’s seizure of them was a

trespassory search.  Boyd v. United States, 116 U.S. 616, 638 (1986) (quoting Entick

v. Carrington, 19 How. St. Tr. 1029 (1765)).  The papers were no less dear simply

because Coinbase was holding and protecting the papers on Harper’s behalf.  Second,

the third-party doctrine does not apply where the government seeks from a third-party

confidential digital data that can be aggregated and compiled to “provide[] an intimate

window into a person’s life.”  Carpenter v. United States, 138 S. Ct. 2206, 2217

(2018).  Harper’s personal financial records fall within that category because they
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contain a history of his transactions over a three-year period and point to much more

about his finances and associations through blockchain analysis.

The district court also erred when it held in the alternative that IRS’s search was

“reasonable” under the Fourth Amendment because it satisfied requirements listed in 

Powell, 379 U.S. 8.  Powell was not a Fourth Amendment case, and it says nothing

about the reasonableness of Fourth Amendment seizures or searches.  IRS’s

scattershot approach was unreasonable because it was not supported by a probable

cause warrant or otherwise reasonable.

Furthermore, IRS seized Harper’s papers without providing him any notice or

an opportunity to contest the seizure.  In doing so, IRS violated Harper’s rights under

26 U.S.C. § 7609(f), which Congress adopted for the purpose of protecting taxpayers

such as Harper from precisely the sort of fishing expedition in which IRS engaged in

this case.  The district court ruled that the statute does not provide Harper or anyone

else the right to enforce the restrictions it imposes on IRS’s authority to issue John

Doe summonses.  But the court failed to address Harper’s  argument that the

Administrative Procedure Act grants John Doe taxpayers an express right of action to

enforce those restrictions. It cited no statutory language to show that Congress

precluded private enforcement of the statute under the APA.
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The district court also erred in dismissing Harper’s claim that IRS’s denial of

notice and an opportunity to contest the seizure violated his procedural due process

rights under the Fifth Amendment.  The district court held that Harper failed to

identify any liberty or property interests infringed by IRS’s seizure, but it did so based

solely on its previous conclusion that the seizure did not violate Harper’s Fourth

Amendment rights.  Harper identified many other sources of privacy rights in his

personal financial records, including other federal constitutional provisions, common

law, federal and state statutes, and privacy protections explicitly guaranteed by the

New Hampshire Constitution.  Even if IRS were correct that its tax-investigation

authority may trump those many sources of privacy protection, its failure to provide

Harper with any opportunity to assert his privacy rights is inconsistent with the

requirements of the Due Process Clause.

STANDARD OF REVIEW

This matter comes before the Court on appeal from the district court’s grant of

a Rule 12(b)(6) motion to dismiss the case for failure to state a claim upon which

relief can be granted.  In reviewing such grants, the Court applies a de novo standard

of review.  Flood v. U.S. Dep’t of Transportation, 840 F.3d 49, 54 (1st Cir. 2016). 

That standard requires the Court to “construe all factual allegations in the light most
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favorable to the non-moving party to determine if there exists a plausible claim upon

which relief may be granted.”  Ibid.

ARGUMENT

I. HARPER HAS STATED A CLAIM UNDER THE FOURTH AMENDMENT

The Fourth Amendment protects “the right of the people to be secure in their

… papers … against unreasonable searches and seizures.”  U.S. Const. amend. IV. 

Justice Holmes observed nearly a century ago that “[a]nyone who respects the spirit

as well as the letter of the Fourth Amendment would be loath to believe that Congress

intended to authorize one of its subordinate agencies to sweep all our traditions into

the fire and to direct fishing expeditions into private papers on the possibility that they

may disclose evidence of crime.”  FTC v. Am. Tobacco Co., 264 U.S. 298, 305 (1924). 

IRS engaged in precisely this sort of unlawful fishing expedition when it seized from

Coinbase Harper’s financial records. 

The Supreme Court has articulated two approaches to determining whether a

“search” has occurred under the Fourth Amendment: (1) the property-based approach

asks whether the government has trespassed upon a person’s property to gather

information; and (2) the privacy-based approach asks whether the government has

intruded against a person’s reasonable expectation of privacy.  United States v. Jones,

565 U.S. 400, 405-06 (2012).  Either test suffices, and even if a person lacks a
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reasonable expectation of privacy in a particular area, a trespass akin to one

understood at the founding will still constitute a search.  Id. at 406.

IRS’s seizure of Harper’s financial records is a search under both

approaches—it violated Harper’s property interest in his papers held in bailment by

Coinbase, and it invaded his reasonable expectation of privacy by doing so.  This

seizure and search was unreasonable because neither a warrant nor probable cause

supported it.  Contrary to the district court’s holding (see JA89-90), IRS does not

enjoy any special exemption from those Fourth Amendment requirements.  Its

“‘rambling exploration’ of a third-party’s files” was therefore unlawful. United States

v. Theodore, 479 F.2d 749, 754 (4th Cir. 1973).

A. IRS’s Confiscation of Harper’s Records Was a Seizure and Search
Under the Property-Based Approach to the Fourth Amendment 

1. IRS Seized and Searched Harper’s Personal Papers

Personal financial records indisputably are “papers” and “effects” protected by

the Fourth Amendment.  Cf. Am. Tobacco, 264 U.S. at 305.  The history of the Fourth

Amendment shows a strong preference for warrants for protection of a person’s

papers.  “The Fourth Amendment refers to ‘papers’ because the Founders understood

the seizure of papers to be an outrageous abuse distinct from general warrants.” 

Donald A. Dripps, “Dearest Property”: Digital Evidence and the History of Private

“Papers” As Special Objects of Search and Seizure, 103 J. Crim. L. & Criminology

18



49, 52 (2013).  “If one goes back to the early Republic [] it is difficult to find any

federal executive body that could bind subjects to appear, testify, or produce records.” 

Philip Hamburger, Is Administrative Law Unlawful? 221 (2014).  “It also is apparent

that privately owned papers were peculiarly protected: They were not subject even to

general disclosure requirements, it being only government-owned records that were

open to inspection.” Id. 

Shortly after the Civil War, Congress passed a statute that granted the Secretary

of the Treasury authority in all revenue actions “other than criminal” to serve an

investigative demand on a defendant.  An Act to Amend the Customs-Revenue Laws

and to Repeal Moieties, ch. 391 § 5, 18 Stat. 187 (1874).  In Boyd, 116 U.S. at 638,

the Supreme Court ruled that subpoenas issued under this statute were

“unconstitutional and void” under the Fourth Amendment because they are akin to

general warrants.  The Court relied heavily on the case of Entick, 19 How. St. Tr.

1029.  Id. at 626. 

In Entick, Lord Camden wrote:  

Papers are the owner’s goods and chattels; they are his dearest property,
and are so far from enduring a seizure, that they will hardly bear an
inspection; and though the eye cannot by the laws of England be guilty
of a trespass, yet where private papers are removed and erred away the
secret nature of those goods will be an aggravation of the trespass, and
demand more considerable damages in that respect.

Id. at 627-28 (quoting Entick, 19 How. St. Tr. at 1029). 
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The “principles laid down” in Entick “affect the very essence of constitutional

liberty and security.”  Id. at 630.  The Court equated “a compulsory production of a

man’s private papers” with “[b]reaking into a house and opening boxes and drawers.” 

Id. at 622, 630.  Both constituted “the invasion of his indefeasible right of personal

security, personal liberty, and private property[.]”  Id. at 630. 

In revitalizing the property-based approach to the Fourth Amendment, so called

because it often turns on property rights in searched things, Jones relied heavily on

Entick v. Carrington, “a ‘monument of English freedom’ ‘undoubtedly familiar’ to

‘every American statesman’ at the time the Constitution was adopted, and considered

to be ‘the true and ultimate expression of constitutional law’ with regard to search and

seizure.”  Jones, 565 U.S. at 405 (quoting Brower v. County of Inyo, 489 U.S. 593,

596 (1989) and Boyd, 116 U.S. at 626).

Harper’s personal financial records are “papers” that fall under the Fourth

Amendment’s protection no less than the financial information at issue in Boyd.  It is

of no moment that they are stored in an electronic medium.  See, e.g., United States

v. Ackerman, 831 F. 3d 1292, 1304 (10th Cir. 2016) (“After all, if opening and

reviewing ‘physical’ mail is generally a ‘search’—and it is—why not ‘virtual’ mail

too?”) (internal citation omitted) (Gorsuch, J.).; United States v. Warshak, 631 F.3d

266, 287 (6th Cir. 2010) (accord).  Harper’s property interest in his digital financial

20



records is not limited to the physical servers on which they are stored, but rather

extends to the underlying information.  See United States v. Seljan, 547 F.3d 993,

1014-17 (9th Cir. 2008) (Kozinski, J., dissenting) (“What makes papers special — and

the reason why they are listed alongside houses, persons and effects — is the ideas

they embody, ideas that can only be seized by reading the words on the page.”).

The Supreme Court has readily recognized the property status of information. 

For instance, in Carpenter v. United States, 484 U.S. 19, 26-27 (1987), the Court had

no trouble finding that the Wall Street Journal had a property interest in its

confidential business information that had been stolen.  See also Ruckelshaus v.

Monsanto, 467 U.S. 986 (1984) (recognizing business data as property protected by

the Takings Clause). 

Being stored at Coinbase does not change the fact that Harper’s financial

records are his “papers.”  The arrangement was a classic bailment.  Harper transferred

his papers to Coinbase only after they entered into a contractual relationship whereby

Coinbase agreed to keep confidential the personal information—including financial

information—contained in the papers Harper entrusted to Coinbase.  JA11, 33-36, 37-

43.  When, as here, a property owner entrusts his property to another for purposes of

safekeeping (i.e, to a bailee), he does not thereby surrender any portion of his property

rights.  Indeed, if the person to whom the owner entrusts his property—be it chattel
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or information—fails in his duty to protect it, that person is presumed negligent and

liable to the owner for damages.  Northern Ins. Co. of New York v. Point Judith

Marina, LLC, 579 F.3d 61, 69-70 (1st Cir. 2009).  The search and seizure of the

owner’s property is no less subject to Fourth Amendment protection simply because

he has temporarily transferred possession to another for safekeeping.

A bailee is “[s]omeone who receives personal property from another, and has

possession of but not title to the property.”  Black’s Law Dictionary (11th ed. 2019). 

The Supreme Court has inserted the bailment branch of property law seamlessly into

Fourth Amendment cases.  For example, in United States v. Jones, Jones was not the

owner of the vehicle to which the government attached a GPS device.  565 U.S. at 404

n.2.  His status as a bailee had no effect on the Court’s reasoning, and it did not caveat

its ruling in his favor.

In Carpenter v. United States, 138 S. Ct. 2206 (2018), federal investigators

subpoenaed wireless carriers’ cell-site location information records without a warrant. 

Id. at 2212.  Though the Court ruled in favor of Carpenter on privacy grounds, Justice

Gorsuch stated that the matter could be addressed more appropriately as a bailment

case.  Id. at 2267-68 (Gorsuch, J., dissenting). He stated, “[T]he fact that a third party

has access to or possession of [a person’s] papers and effects does not necessarily

eliminate [that person’s] interest in them.”  Id. at 2268.
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Citing to Ex parte Jackson, 96 U.S. 727, 723 (1878), which “held that sealed

letters placed in the mail are ‘as fully guarded from examination and inspection,

except as to their outward form and weight, as if they were retained by the parties

forwarding them in their own domiciles,’” Justice Gorsuch said: “No one thinks the

government can evade Jackson’s prohibition on opening sealed letters without a

warrant simply by issuing a subpoena to a postmaster for ‘all letters sent by John

Smith’ or, worse, ‘all letters sent by John Smith concerning a particular transaction.’” 

Id. at 2269, 2271.

Harper’s financial records reflect his instructions to Coinbase to engage in

certain cryptocurrency transactions on his behalf.  Such records are entitled to the

same Fourth Amendment protection as physical letters instructing an agent to make

certain confidential transactions.  Id.; see also Ackerman, 831 F. 3d at 1304; Warshak,

631 F.3d at 287.  Coinbase, in turn, promised to maintain those records and protect

them from disclosure.  See JA12-13.  This is precisely the bailment relationship that

Justice Gorsuch envisioned.6  IRS seized and searched Harper’s records held on his

behalf by Coinbase, requiring compliance with Fourth Amendment standards.

6 The Contract disclaims Coinbase’s liability if it transfers information to the
government based on valid legal processes; that provision cannot plausibly be
interpreted as legitimizing or “warning” Harper of IRS’s legally invalid search and
seizure. 
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2. The Third-Party Doctrine Under Miller Does Not Displace
Harper’s Property Interest in His Financial Records

The district court mistakenly relied on the “third-party doctrine” arising from

United States v. Miller, 425 U.S. 435 (1976)—a case grounded in the privacy-based

approach to the Fourth Amendment—to conclude that Harper lacks any property

interest in his Coinbase records.  JA87.  In Miller, treasury agents used facially invalid

grand jury subpoenas for Miller’s bank records to obtain bank account information

from a separate financial institution.  425 U.S. at 439.  The Supreme Court held that

the subpoenaed documents did not “fall within a protected zone of privacy” because

they were not Miller’s “private papers” but were “business records of the banks.”  Id.

440.  This conclusion was not based on any analysis of Miller’s property interest in

the papers.

Miller did not make a property-based claim and instead argued that the

documents at issue were “merely copies of personal records that were made available

to the banks for a limited purpose and in which he has a reasonable expectation of

privacy.”  Miller, 425 U.S. at 442.  The Miller Court considered only “whether there

is a legitimate ‘expectation of privacy’ concerning [the records’] contents.”  Id. at 442. 

Miller and the third-party doctrine it spawned are confined entirely within the

“expectation of privacy” approach to the Fourth Amendment.
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The Supreme Court has made clear that expectations of privacy are irrelevant

in determining whether a property-based search occurs.  Florida v. Jardines, 569 U.S.

1, 11 (2013) (“[It] is unnecessary to consider [expectations of privacy] when the

government gains evidence by physically intruding on constitutionally protected

areas.”).  Miller’s reasoning based on a customer’s expectation of privacy in records

held by a third party is not relevant to determining whether a trespassory seizure or

search occurred.  See ibid.  “One virtue of the Fourth Amendment’s property-rights

baseline is that it keeps easy cases easy.”  Ibid.

This too is an easy case: private financial records are a person’s “dearest

property,” which has been jealously protected since well before the Fourth

Amendment was written.  Boyd, 116 U.S. at 638.  The fact that such papers are in

digital form and bailed to another under contract does not somehow negate Harper’s

property interest in them.  The bailment preserved Harper’s property interests.

The district court’s reliance on Donaldson v. United States, 400 U.S. 517, 531

(1971), cited at JA87, is likewise misplaced for the simple reason that Donaldson was

not a Fourth Amendment case.  A taxpayer challenged IRS’s summons for his former

employer’s compensation records and conceded at oral argument “there is now no

constitutional issue in the case.”  Id. at 522.  The taxpayer further failed to produce

evidence indicating that the employer had agreed to protect the records at issue from
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disclosure, as is the case here.  Rather, the Court’s conclusion was based entirely on

the underlying statute, which Congress immediately amended by requiring IRS “to

provide notice and [to] authorize[] anyone entitled to notice to move to quash a

summons.”  Polselli v. IRS, 598 U.S. 432, 444 (2023).

Finally, the district court emphasized that IRS was forced by the magistrate

judge to narrow the scope of the summons to identification information, invoices, and

“records of account activity including transaction logs or other records identifying the

date, amount, and type of transaction (purchase/sale/exchange), the post transaction

balance, and the names of counterparties to the transaction.”  JA88 (quoting Coinbase

III, 2017 WL 5890052, at *8-9).  But there is no de minimis exception to trespassory

searches.  See, e.g., Terry v. Ohio, 392 U.S. 1, 16 (1968) (though more modest,

“stops” and “frisks” are still “searches” and “seizures”); Jardines, 569 U.S. at 11

(police need not intrude into a home to commit a search—a dog sniff at the front

porch is enough); Taylor v. City of Saginaw, 922 F.3d 328, 333-34 (6th Cir. 2019)

(chalking a tire to obtain information is a Fourth Amendment search).  Thus, IRS’s

search and seizure of only a portion of Harper’s personal financial records stored with

Coinbase is still a Fourth Amendment trespassory search.

If Harper somehow does not enjoy a full measure of property rights in his

information through contract, he should still enjoy Fourth Amendment protection
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based on common understandings around third-party storage of data, which are

analogous to the relations that exist among property owners and tenants.  See

Chapman v. United States, 365 U.S. 610 (1961) (Fourth Amendment protects

apartment tenant against an unreasonable search of his dwelling, even though he is

only a leaseholder); Bumper v. North Carolina, 391 U.S. 543, 548 n. 11 (1968)

(unreasonable search of grandmother’s house violated her resident grandson’s Fourth

Amendment rights because the area searched “was his home” ((emphasis added)); see

also Minnesota v. Olson, 495 U.S. 91 (1990) (overnight guest secure against

unreasonable search of his hosts’ apartment).  The routine use of the possessive

pronoun “your” when service providers, including Coinbase, refer to customers’

information illustrates the common understanding that the information is the

customers’ and protectable by them under the Fourth Amendment.

B. IRS’s Confiscation of Harper’s Records Was a Seizure and Search
Under the Privacy-Based Approach to the Fourth Amendment 

IRS also conducted a privacy-based Fourth Amendment search because Harper

had a reasonable expectation of privacy in his personal financial records.  Under the

“reasonable expectation” test, a search occurs when the government intrudes into an

area where “a person ha[s] exhibited an actual (subjective) expectation of privacy …

that society is prepared to recognize as ‘reasonable.’”  Katz v. United States, 389 U.S.

347, 361 (1967) (Harlan, J., concurring).
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Privacy is one reason why individuals engage in cryptocurrency transactions

in the first place.  Harper’s Contract with Coinbase to protect his personal financial

information further evinces his subjective expectation of privacy.  Courts look to

contractual agreements or related policies to inform whether a person’s expectation

of privacy in an area controlled by a third party is reasonable.  See, e.g., United States

v. Dorais, 241 F.3d 1124, 1130 (9th Cir. 2001) (hotel’s checkout procedures granted

a person a reasonable expectation of privacy in a room until checkout).  The same

logic applies in digital space: in a case finding a reasonable expectation of privacy in

email, the Sixth Circuit concluded that an email service provider’s limited right of

access to information through a privacy policy would not defeat the expectation of

privacy.  A more protective privacy policy like that contained in Harper’s Contract

makes his expectations all the more reasonable.  See Warshak, 631 F.3d at 287.

Coinbase promised Harper privacy in the strongest terms to “protect [his]

personal information from loss, misuse, unauthorized access, disclosure, alteration,

and destruction.”  JA12-13, Complaint ¶ 28.  What the district court called Coinbase’s

“warning” that it may be “compelled to do so by a subpoena, court order, or similar

procedure” to share his information is simply a contract term providing that Coinbase

may release Harper’s information when the government, through lawful procedures,
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seizes it.  That possibility does not diminish the person’s reasonable expectation of

privacy against unlawful searches and seizures, which is what Harper alleges occurred.

Nor does Miller and the third-party doctrine displace Harper’s legitimate

expectation of privacy.  “In the years since its adoption, countless scholars [and

several Justices] have come to conclude that the third-party doctrine is not only

wrong, but horribly wrong.”  Carpenter, 138 S. Ct. at 2262 (Gorsuch J., dissenting)

(citation and internal quotation marks omitted).  Justice Sotomayor called the third-

party doctrine “ill suited to the digital age, in which people reveal a great deal of

information about themselves to third parties in the course of carrying out mundane

tasks.”  Jones, 132 S. Ct. at 957 (Sotomayor, J., concurring).  While this Court lacks

authority to ignore Supreme Court precedent, no matter how wrong or antiquated, it

may distinguish Miller and limit its application in cases involving digital data that

individuals in modern society routinely share with third-party intermediaries.  See

Carpenter, 138 S. Ct. at 2216-19; Warshak, 631 F.3d at 288.

The contents of every email or text message, for instance, is disclosed to a third-

party service provider.  Warshak nonetheless recognized that individuals have a

legitimate expectation to the privacy of their emails.  “Miller is not controlling”

because emails are “confidential communications” and the third-party service provider

merely “was an intermediary, not the intended recipient of the emails.”  Ibid. 
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Carpenter likewise held that individuals have a legitimate privacy interest in cell-site

location information (“CSLI”) that cellphones constantly share with third-party

service providers.  138 S. Ct. at 2216-19.  The Court explained that Fourth

Amendment analysis is not based “solely on the act of sharing” the information with

a third party, but also on “the nature of the particular documents sought.”  Id. at 2219. 

The “nature” of CSLI was “qualitatively different” from business records in Miller

due to technology that enabled the government to rapidly aggregate and compile CSLI

to generate “a detailed and comprehensive history of the person’s movement” and

“associations” that would be “otherwise unknowable.”  Id. at 2018-19.  Harper’s

financial information is similarly sensitive and revealing—heightening the need that

it be kept utterly secure.

 Harper’s digital financial records are also qualitatively different from the bank

records in Miller.  Cryptocurrency transactions are confidential by nature.  The copies

of checks and other documents at issue in Miller disclose personal information on

their face.  A bitcoin transaction lodges a change in ownership on a global public

ledger called the blockchain.  It does so by reassigning a quantity of bitcoin from an

address known as a “public key” to another public key. These “keys” consist of strings

of randomly generated characters that reveal no personal information.  Bitcoin

transactions thus do not tell observers who transacted with whom or for what.  Unlike
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in Miller, there is no public exposure of personal information.  And, but for obtaining

records from Coinbase, the details of each transaction are “otherwise unknowable.” 

Carpenter, 138 S. Ct. at 2219.  Because the content of Harper’s bitcoin transactions

through Coinbase is otherwise confidential, records of such transactions reflect

Harper’s “confidential communication” to Coinbase to make those transactions as an

intermediary, thus placing them within the ambit of Fourth Amendment protection. 

Warshak, 631 F.3d at 288.

Finally, like the cell-site records in Carpenter, digital transaction records have

a “retrospective quality” and “provide an intimate window into a person’s life.”  138

S. Ct. at 2218.  The district court relied on United States v. Gratkowski, 964 F.3d 307,

312 (5th Cir. 2020), to hold otherwise, declaring that “Coinbase records are more akin

to the bank records in Miller than the CSLI in Carpenter.”  JA84.  But the records in

Gratkowski and Miller are easily distinguishable from the summons here.  The Miller

subpoena sought information from a single fraud suspect, 425 U.S. at 437-438, and

the subpoena in Gratkowski focused on a single suspect’s transactions with an illegal

website, 964 F.3d at 309.  By contrast, IRS engaged in a fishing expedition targeting

countless Coinbase customers.  IRS agents in Miller could not have sought records for

all bank customers based on their belief that some may have committed fraud.  See
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United States v. Dauphin Deposit Tr. Co., 385 F.2d 129, 131 (3d Cir. 1967) (halting

IRS’s “fishing expedition” into bank records). 

Additionally, a complete record of an individual’s transaction history in a

modern digital marketplace reveals far more than the comparatively sparse records

kept by a bank in the 1970s.  With identity tied to any transaction, both the

government and private actors can easily aggregate and analyze such data to reveal

intimate details of a person’s life.  See Matter of Search of Multiple Email Accounts

Pursuant to 18 U.S.C. § 2703, 585 F. Supp. 3d 1, 8 (D.D.C. 2022) (describing how

free software and paid consultancies “rapidly scan the blockchain, which is an

enormous data set, to conduct various forms of pattern recognition”).  Multiple years

of historical transaction data open the same sort of “intimate window” into the lives

of Coinbase customers like Harper.  Carpenter, 138 S. Ct. at 2217.  Entrusting his

sensitive data to a service provider for safekeeping under strict contractual

arrangements in no way diminished his reasonable privacy expectation that the

government would not have unfettered access.  Id. at 2018.

C. IRS’s Seizure of Harper’s Records Was Unreasonable

1. IRS Violated the Fourth Amendment’s Warrant and Probable
Cause Requirements

IRS’s seizure and search of Harper’s financial records were unreasonable under

the Fourth Amendment because IRS failed to obtain a warrant supported by probable
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cause.  The Supreme Court has repeatedly held that “in the absence of a warrant, a

search is reasonable only if it falls within a specific exception to the warrant

requirement.”  Carpenter, 138 S. Ct. at 2221.  There is no Fourth Amendment

exception for IRS investigations, and the district court’s invention of one based on a

misreading of  Powell, 379 U.S. 8, should be reversed.

Even as the district court conceded that “Powell [is] not an ‘exception’ to the

warrant requirement,” it claimed that case “exempt[s] the IRS from making any

probable cause showing that would otherwise be required to support a warrant.” 

JA89-90 (citing Powell, 379 U.S. at 57).  Powell did not grant IRS any Fourth

Amendment dispensation—whether styled as an “exception” or “exemption”— for

the simple reason that case did not mention, let alone address, the Fourth Amendment.

In Powell, the taxpayer argued that Section 7602 of the Internal Revenue Code

required IRS to have probable cause of fraud in order to subpoena corporate tax

returns for re-examination, because tax-deficiency assessments against the taxpayer

were time-barred except in cases of fraud.  Id. at 49.  The court of appeals relied on

Section 7605’s prohibition against “unnecessary examination” to hold probable cause

was needed.  Id. at 50.  The Supreme Court reversed explicitly and exclusively on

statutory grounds: “Reading the statutes as we do, the Commissioner need not meet

any standard of probable cause to obtain enforcement of his summons.”  Id. at 57
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(emphasis added).  Rather, the statutes required IRS to “show that the investigation

will be conducted pursuant to a legitimate purpose, that the inquiry may be relevant

to the purpose, that the information sought is not already within the Commissioner’s

possession, and that the administrative steps required by the Code have been

followed.”  Ibid.

This Court has stated in dicta in a footnote that “the Fourth Amendment is not

violated as long as the IRS has complied with the requirements of United States v.

Powell[.]”  United States v. Allee, 888 F.2d 208, 213 n. 3 (1st Cir. 1989).  That dicta

is clearly wrong because Powell’s requirements are based solely on the Supreme

Court’s “[r]eading of the statutes,” not the Constitution.7  Moreover, the requirements

articulated in Powell could not be constitutional. Otherwise, Congress—which

establishes “administrative steps required by the [Internal Revenue] Code”—would

determine the scope of Fourth Amendment protection instead of our anti-majoritarian

courts.  This Court should not interpret Powell as abandoning “the duty of the judicial

department to say what the law is.”  Marbury v. Madison, 5 U.S. (1 Cranch) 137, 177

(1803).

7 The taxpayer in Powell did not raise a Fourth Amendment claim.  It appears
that he was unable to do so because the tax returns at issue had previously been shared
with IRS.
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IRS does not enjoy any special dispensation from the Fourth Amendment’s

warrant and probable cause requirements, even when its interest in tax collection is

acute.  See G. M. Leasing Corp. v. United States, 429 U.S. 338, 352 (1977) (IRS

agents’ warrantless entry to seize books and records violated the Fourth Amendment). 

Its warrantless search and seizure of Harper’s financial records held in bailment by

Coinbase, without probable cause or even suspicion of wrongdoing, was

unconstitutional.

2. IRS Failed to Comply with Powell Requirements 

Even if compliance with Powell’s statutory standards render a government

search constitutionally “reasonable,” IRS’s search and seizure of Harper’s papers

would still be unconstitutional.  Powell requires IRS to demonstrate that “the

administrative steps required by the Code have been followed.”  379 U.S. at 57.  As

explained more fully in Section II.B below, IRS did not comply with Code

requirements in obtaining the Coinbase summons.  In particular, IRS failed to comply

with the three principal requirements imposed by 26 U.S.C. § 7609(f).  Thus, even

under the district court’s understanding of what constitutes a “reasonable” search,

IRS’s seizure of Harper’s financial records cannot pass constitutional muster.

An overly broad government search that amounts to “a fishing expedition” is

not reasonable and violates the Fourth Amendment.  Dauphin Deposit, 385 F.2d at

35



131.  Section 7609(f) codifies that prohibition against fishing expeditions.  As

discussed below in Section II.B, the Coinbase summons was precisely the sort of

fishing expedition that § 7609(f) was adopted to prevent.  Because the  summons did

not comply with § 7609(f), it did not satisfy the Powell standards.

II. HARPER HAS STATED A CLAIM FOR VIOLATION OF 26 U.S.C. § 7609(f)

Congress adopted 26 U.S.C. § 7609(f) in 1976 to protect John Doe taxpayers

such as Harper from IRS overreach.  Tiffany Fine Arts, 469 U.S. at 317; United States

v. Gertner, 65 F.3d 963, 971 (1st Cir. 1995) (“Congress passed section 7609(f)

specifically to protect the civil rights, including the privacy rights, of taxpayers

subjected to the IRS’s aggressive use of third-party summonses”) (emphasis added). 

The Complaint alleges that IRS engaged in precisely the sorts of overreach that

Congress sought to guard against.  Yet as interpreted by the district court, § 7609(f)

is a toothless, unenforceable provision that grants John Doe taxpayers no right to

object to IRS seizure of their financial records—a right granted to virtually all other

taxpayers.

A. The Administrative Procedure Act Creates an Express Right of
Action to Enforce § 7609(f)

Appellees’ principal response in the district court to Harper’s statutory claim

was that Harper lacked statutory standing to raise it.  See Lexmark Int’l, Inc. v. Static
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Control Components, 572 U.S. 118, 129 (2014).8  The district court did not decide that

issue; rather, it assumed without deciding that Harper possessed the requisite standing. 

It nonetheless dismissed Harper’s § 7609(f) claim on the ground that Congress has not

authorized Harper or anyone else to seek to enforce that statute’s requirements. 

JA101 (stating that ex parte § 7609(f) determinations “are not subject to later

challenge as a matter of procedure”).

The district court cited no statutory language to support its not-subject-to-later-

challenge holding, and there is none.  On the contrary, the APA grants an express

private right of action to anyone harmed by final IRS action alleged to violate federal

law.  5 U.S.C. § 702 (“A person suffering legal wrong because of agency action, or

adversely affected or aggrieved by agency action within the meaning of a relevant

statute, is entitled to judicial review thereof.”); 5 U.S.C. § 704 (“[F]inal agency action

for which there is no other adequate remedy in a court [is] subject to judicial

review.”).9  Section 7609(f) imposes strict limitations on IRS’s issuance of John Doe

8 Appellees have not challenged Harper’s Article III standing, nor could they
reasonably do so.  Appellees’ seizure of Harper’s financial records unquestionably
constitutes the injury-in-fact necessary to establish Article III standing.   

9 IRS does not contest that its issuance of the Coinbase summons is “final
agency action” within the meaning of 5 U.S.C. § 704.  Under the APA, an “agency
action” includes “the whole or a part of an agency rule, order, license, sanction, relief,
or the equivalent or denial thereof, or failure to act.”  5 U.S.C. § 551(13).    
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summonses; the APA grants taxpayers aggrieved by IRS violation of those limitations

the right to seek redress in a federal court.

Sections 7609(f) and (h)(2) state that IRS is prohibited from issuing a John Doe

summons unless a federal district court, following an ex parte proceeding and “based

solely on [IRS’s] petition and supporting affidavits,” agrees with IRS that the

requirements of § 7609(f)(1), (2), and (3) have been satisfied.  But nothing in the

statutory text says or suggests that IRS compliance with those requirements is subject

to no further judicial review.  Congress adopted § 7609(f) to increase privacy

protections for John Doe taxpayers such as Harper.  Tiffany Fine Arts, 469 U.S. at

316-17.  It is illogical to suggest (as IRS does) that the same statute sub silentio

stripped John Doe taxpayers of the right the APA granted to them to enforce statutory

rights.10

10 The thrust of the Taxpayer Reform Act of 1976 was to overturn IRS standards
that Congress feared might “unreasonably infringe on the civil rights of taxpayers,
including the right to privacy.”  Id. at 316.  In addition to adding § 7609(f) to the tax
code, the Act addressed third-party summonses issued when IRS knows the identity
of the taxpayer.  Those provisions, 26 U.S.C. § 7609(a) & (b), require IRS to give the
taxpayer notice of the summons and grant the taxpayer the right to challenge the
summons in federal court.  Ibid.  Indeed, Justice Ketanji Brown Jackson recently
stated that Congress has deemed it highly important that taxpayers be granted notice,
and an opportunity to object in federal court, whenever IRS seeks access to their
private records.  Polselli, 598 U.S. at 446 (Jackson, J., concurring).  
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The district court cited two decisions from other circuits in support of its

holding that the ex parte district court proceeding is the sole forum in which IRS

compliance with the three § 7609(f) requirements may be examined.  JA102 (citing

Tax Liabilities of: John Does v. United States, 866 U.S. 1015, 1018 (8th Cir. 1989);

United States v. Samuels, Kramer and Co., 712 F.2d 1342, 1346 (9th Cir. 1983)).11 

Each of those decisions is inapposite.  Each addressed whether a third-party record-

keeper (e.g., a party similarly situated to Coinbase) is entitled to challenge the ex parte

determination that a John Doe summons complied with § 7609(f).  The Tenth Circuit

disagrees with the Eighth and Ninth Circuits; it holds that third-party record-keepers

challenging enforcement of a John Doe summons may do so based on a claim that IRS

failed to comply with § 7609(f)’s requirements.  United States v. Brigham Young

Univ., 679 F.2d 1345, 1347-48 (10th Cir. 1982).  Even if Congress did not intend to

permit such challenges by third-party record-keepers (an issue on which Harper takes

no position), that says nothing about whether Congress intended to permit statutory

11 The district court also cited a First Circuit decision in support of its ruling that
all parties are estopped from challenging a magistrate’s authorization of a John Doe
summons: Allee, 888 F.2d at 211.  Allee has nothing to say about that issue.  It
addressed whether, in conjunction with a contempt proceeding, a defendant is
permitted to challenge a prior enforcement order from which he had not appealed. 
Unlike the defendant in Allee, Harper was not a party to and could not participate in
the relevant proceeding—in Harper’s case, the ex parte proceeding in which
compliance with § 7609(f) was at issue.  
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challenges by John Doe taxpayers themselves, the very parties for whose benefit

Congress adopted § 7609(f).

Following the magistrate’s ex parte decision authorizing IRS to issue its

summons, Coinbase refused to comply, and IRS initiated an enforcement proceeding. 

Harper did not attempt to intervene in those proceedings; indeed, he was unaware that

his financial records were among those subject to IRS’s Coinbase summons.  IRS did

not argue in the district court that Harper’s failure to intervene should preclude him

from pursuing claims in these proceedings.  IRS, which has consistently taken the

position that John Doe taxpayers are not permitted to intervene in summons-

enforcement proceedings, has made no claim in this case that Harper should have

moved to intervene or that he is bound by the magistrate’s decision to enforce the

Coinbase summons.

B. The Complaint Adequately Alleges IRS’s Non-Compliance with
§ 7609(f)’s Three Requirements

The district court held in the alternative that Harper’s § 7609(f) claim fails

because, contrary to the Complaint’s allegations (JA30, Complaint ¶ 143), IRS

complied with each of the three requirements set out in § 7609(f).  That holding

misinterprets § 7609(f)’s requirements.  Moreover, rather than accepting Harper’s

factual allegations, the district court based its ruling in part on IRS’s disputed factual

allegations.
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1. Harper Has Adequately Alleged Failure to Identify an
“Ascertainable” Group

Section 7609(f)(1) prohibits IRS from issuing a John Doe summons unless IRS

can establish that the summons relates to an investigation of “a particular person or

ascertainable group or class of persons.”  The district court’s holding that IRS satisfied

that requirement, JA104-05, misinterprets what constitutes an “ascertainable group or

class of persons.”

IRS’s ex parte petition stated that its “ascertainable group” consists of all

“United States taxpayers who, at any time during the years ended December 31, 2013,

through December 31, 2015, conducted transactions in a convertible virtual currency

as defined in IRS Notice 2014-21.”  JA113, 125.  That group consists of many

millions of individuals and businesses, although no one has ever attempted to find

them or undertake an exact count.  Coinbase alone had more than one million users

in 2014, one of the three years covered by the petition.  Coinbase II, 2017 WL

3035164 at *1.  Such a large and amorphous group does not qualify as “ascertainable”

under any reasonable interpretation of that word as used in the statute.

The district court accepted IRS’s proposed definition of ascertainable.  JA104

(citing a definition of “ascertain” from Merriam Webster Dictionary: “to find out or

learn with certainty”).  Harper does not quarrel with that definition.  But the group

identified by IRS is so amorphous and numerous that it reads the “ascertainable”
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limitation out of the statute.  “Everyone” or “all users of cash” would be

“ascertainable” under the court’s treatment of the term.  Admittedly, a government

with unlimited time and resources could eventually closely approximate the number

of grains of sand on Maine’s Ogunquit Beach; but no English speaker would conclude

that the ability to do so renders the precise number “ascertainable.”  IRS would face

similar obstacles attempting to “learn with certainty” the identity of all the millions

of members of the group it identified.  When Congress required the group or class

identified by IRS to be “ascertainable,” it meant a unit of measurement larger but still

contiguous with “person,” not a group or class that is, for practical investigatory and

tax-collection purposes, unlimited.  The precise individuals who are partners in a

limited-partnership tax shelter are “ascertainable”; the millions of taxpayers who share

the characteristics identified by IRS are not.

The legislative history of § 7609(f) supports Harper’s construction of the phrase

“ascertainable group or class of persons.”  The House Report on what became the Tax

Reform Act of 1976 gave precisely one example of what Congress meant by that

phrase: use of a “John Doe summons to obtain the names of corporate shareholders

involved in a taxable reorganization which had been characterized by the corporation

(in a letter to its shareholders) as a nontaxable transaction.”  H.R. Rep. 94-658, 1975

WL 12389 (Leg. Hist.), at *311 (1975).  The Report said that in this “and similar

42



situations, where there are unusual (or possibly suspicious) circumstances, ... use of

the John Doe summons may be appropriate.”  Ibid. (emphasis added).  The allegedly

“ascertainable group” identified by IRS in the Coinbase summons bears no

resemblance to the groups Congress had in mind when it imposed strict limits on the

use of John Doe summonses.12

2. Harper Has Adequately Alleged that IRS Did Not Show that
the Group It Identified Has Failed to Pay Its Taxes

Section 7609(f)(2) prohibits IRS from issuing a John Doe summons unless IRS

can show that “there is a reasonable basis for believing that such person or group or

class of persons may fail or may have failed to comply with any provision of any

internal revenue law.”  The district court refused to credit Harper’s allegations that

IRS failed to make that showing.  It estopped Harper, a non-party in the Coinbase

12 The House Report includes many other statements indicating that Congress
did not authorize use of John Doe summonses for “groups” as broad-ranging as the
one at issue here.  It endorsed IRS’s “sparing use” of John Doe summonses (in
“[r]ecogni[tion]” that their use raises “issues of privacy”) and indicated that they are
appropriate only when IRS can demonstrate that there is “reasonable cause to believe
that this transaction has not been correctly reported.”  Ibid. (emphasis added). 
Congress was limiting John Doe summonses to investigations of a single “transaction”
or closely related transactions, not millions of taxpayers involved in unrelated
transactions.  The Report added, “[T]he committee does not intend that the John Doe
summons is to be available for purposes of enabling the Service to engage in a
possible ‘fishing expedition.’  For this reason, the committee intends that when the
Service does seek court authorization to serve John Doe summons, it will have
specific facts concerning a specific situation to present in the court.”  Ibid. (emphasis
added).      

43



matter, from challenging findings there and credited government factual allegations

made there.  The district court accepted the declaration of IRS agent David Utzke as

proven against Harper, stating that “§ 7609(f)(2) is satisfied” because IRS’s ex parte

petition “alleged that not only did it have suspicion that the John Doe class included

taxpayers who were not complying with the law, but it knew that members of the class

violated the tax laws in the past, all of which was sufficient to satisfy § 7609(f)(2).” 

JA106.  By deferring to the factual allegations in the Utzke declaration, the district

court did not comply with standards governing Rule 12(b)(6) motions to dismiss.

Moreover, IRS did not meet its statutory burden simply by showing that some

members of the group it identified may have failed to pay their taxes—or have

contemplated not doing so, as Utzke alleged by stating that some bitcoin users post

materials online about avoiding taxes.  If that were the standard, § 7609(f)(2) would

impose no restrictions whatsoever; within any group consisting of millions of

taxpayers, there will always be a substantial number of tax cheats.  To have meaning,

the subsection must require IRS to show that all in a group or class “may have failed

to comply” with the tax laws, such as participants in a tax shelter designed to create

fictitious losses.  The characteristics that placed them in the class must be the indicia

of tax non-compliance.

44



The district court mistook the group of taxpayers that IRS sought to prove were

failing to comply with the tax laws.  The court stated that IRS showed that “taxpayers

utilizing Coinbase” may have failed to report all income.  JA106.  In point of fact,

IRS’s allegations did not address Coinbase customers as such at all; rather, the IRS

declaration alleged noncompliance by all U.S. taxpayers who “conducted transactions

in a convertible virtual currency” at any time between 2013 and 2015.

The Utzke declaration relied on his anecdotal experience investigating three

taxpayers.  Utzke’s “Taxpayer 1” repatriated foreign assets using an ATM (dispensing

U.S. cash) and later bitcoin.  There was no indication at all that he was a Coinbase

user.  The other two, “Taxpayer 2” and “Taxpayer 3,” were corporations with millions

in revenues who treated bitcoin purchases on their tax returns as “deductions for

technology expenses.”  JA139-140. Bitcoin was not at the center of, or even

particularly useful to, their tax evasion.  They could have engaged in an identical tax

fraud by declaring other non-deductible expenses—vacation expenses, auto repair, or

home improvements—as “technology expenses” on their tax returns.  Taxpayers 2 and

3 had Coinbase accounts; Utzke makes no allegation that those accounts were used in

tax avoidance.

Allegations like these, accepted uncritically in the ex parte Coinbase proceeding

because interested parties were excluded, received unchallenged acceptance again in
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the court below.  The court erred by failing to accept Harper’s contrary allegations in

connection with a Rule 12(b)(6) motion to dismiss.

3. Harper Has Adequately Alleged that the Information IRS
Sought from Coinbase Was Readily Available from Other
Sources

Section 7609(f)(3) effectively prohibits IRS from issuing a John Doe summons

that simultaneously seeks both identity information and taxpayer records, if the

taxpayers themselves are a ready source of the records.  IRS failed to satisfy that

requirement because the financial records it sought from Coinbase could have been

requested directly from Harper and other Coinbase customers.  Indeed, when

§ 7609(f)(3) was adopted, IRS generally used John Doe summonses to identify

taxpayers, not to obtain their documents from a third party.

Through use of the conjunctive “and,” the statute imposes on IRS the burden

of demonstrating that both the records it seeks to examine and the identity of the

person(s) whose tax liability is at issue “are not readily available from other sources.” 

In circumstances where IRS does not know the identities of targets and has good

reason to believe that their records could not be obtained from them even if their

identities were known, it may gather records using the John Doe summons.  That was

not the case here.
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The legislative history of the Tax Reform Act of 1976 confirms that Congress,

by adopting § 7609(f)(3), sought to limit IRS use of John Doe summonses largely to

efforts to uncover the identity of taxpayers, not to obtain their financial records.  The

Supreme Court decision in Bisceglia, 420 U.S. 141, raised congressional concerns

over IRS abuse of John Doe summonses and led Congress to adopt § 7609(f).  Yet the

John Doe summons at issue in Bisceglia was far more limited in scope than the

Coinbase summons.  It was limited to a request for the identity of a single taxpayer:

IRS demanded that a bank disclose the identity of the person who had deposited

$20,000 in cash with the bank.  Id. at 149-50.  Every example cited by the Act’s

House Report as a proper use of a John Doe summons involved a summons that

sought nothing more than the identity of one or more specified taxpayers.  H.R. Rep.

94-658, at *311.  The Report expressed Congress’s extreme wariness of John Doe

summonses that seek more than identification information:

[T]he committee does not intend that the John Doe summons is to be
available for purposes of enabling [IRS] to engage in a possible ‘fishing
expedition.’ ... [IRS] must convince the court that it has made a good
faith, reasonable effort to explore other methods of investigation, and
that use of the John Doe summons is the only practical means of
obtaining the information needed by [IRS].

Id.  at 311-12.

As part of the Taxpayer First Act, Pub. L. 116-25, § 1204 (2019), Congress

amended § 7609(f) to “clarify” the limited scope of IRS’s summons authority, after
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determining that IRS was continuing to misuse that authority. See H.R. 116-39(I),

2019 WL 1649873 at *41-42 (2019).  It added to § 7609(f) a provision stating that any

John Doe summons must be “narrowly tailored.”  Importantly, in describing the

limitations on IRS’s John Doe summons authority imposed by § 7609(f) as initially

enacted, the House Report stated, “IRS is able to issue a summons (referred to as a

‘John Doe’ summons) to learn the identity of the taxpayer.” Id. at *41 (emphasis

added).  In other words, the 2019 Congress construed § 7609(f) as all along mandating

use of John Doe summonses for taxpayer-identification purposes only.

In the years following adoption of § 7609(f), IRS apparently shared Congress’s

understanding of its limited John Doe summons authority.  Many of its John Doe

summonses sought only taxpayer-identification information.  See, e.g., Brigham

Young Univ., 679 F.2d 1345 (John Doe summons to obtain names of individuals who

donated property other than securities to a university); Matter of Does, 688 F.2d 144

(2d Cir. 1982) (names of tax-shelter investors);  Samuels, Kramer, 712 F.2d 1342

(same); United States v. Ritchie, 15 F.3d 592 (6th Cir. 1994) (names of clients who

made cash payments exceeding $10,000 to law firm); Gertner, 65 F.3d 693 (same). 

 Indeed, after a Coinbase customer identified himself and sought to intervene in IRS’s

suit to enforce the Coinbase summons, IRS withdrew its summons for that customer’s
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financial records. “The IRS explained that because it now knew [the customer’s]

name, it no longer needed his records.”  Coinbase II, 2017 WL 3035164 at *2.13

Once IRS obtained Harper’s name and contact information, his financial

information was “readily available” from Harper himself—thereby precluding use of

a John Doe summons to obtain that financial information from Coinbase.  If IRS for

some reason could not obtain that information from Harper, it could issue a summons

to Coinbase expressly seeking Harper’s records.  26 U.S.C. § 7602(a).  By seeking

Harper’s records via a John Doe summons rather than discovering his identity and

proceeding with a summons that identified him by name, IRS deprived Harper of any

ability to contest the summons or to raise defenses available to taxpayers whose

identity is known to IRS.  See Powell, 379 U.S. at 57-58; Polselli, 598 U.S. at 435.

The district court dismissed Harper’s § 7609(f)(3) claim under Rule 12(b)(6),

stating that Harper’s claim “ignores the text of the statute.”  JA106.  That holding 

misreads the statute.  Section 7609(f)(3)’s text speaks to the evidentiary burden

imposed on IRS when it seeks to permission to issue a John Doe summons, not to the

permissible scope of such summonses.

13 Because IRS withdrew its request for financial records, it succeeded in
preventing intervention—the motion to intervene became moot. In light of that ploy,
IRS cannot plausibly explain why it did not limit its Coinbase summons to a request
for customer identification information.
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In opposition to IRS’s motion to dismiss, Harper spelled out in detail the basis

for his reading of § 7609(f) and then explicitly requested leave to amend if the district

court determined that the Complaint’s factual allegations lacked sufficient heft to

render plausible his claims under § 7609(f)(1), (2) or (3).  The district court ultimately

dismissed those claims as a matter of law without addressing whether the claims were

supported by sufficient factual allegations.  Should this Court conclude that the

Complaint’s claims under § 7609(f)(1), (2) or (3) require more detailed factual

allegations of the sort set out in this brief, Harper requests that the Court remand the

case with directions that Harper be granted leave to file an amended complaint to

include those allegations.

III. HARPER HAS STATED A CLAIM UNDER THE FIFTH AMENDMENT FOR

VIOLATION OF HIS PROCEDURAL DUE PROCESS RIGHTS

Among the peculiarities in this case is the district court’s acceptance of factual

allegations adverse to Harper, even though they were made in separate proceedings. 

Such peculiarities exist because IRS’s use of the John Doe summons attempts to

dispose of Harper’s important interests through a case in which he was not a party. 

When an individual’s liberty or property interests are at stake, “[t]he fundamental

requirement of due process is the opportunity to be heard at a meaningful time and in

a meaningful manner.”  Mathews v. Eldridge, 424 U.S. 319, 333 (1976).  The

Complaint alleges that IRS deprived Harper of liberty and property interests in his
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financial records without notice and without providing him an opportunity to

challenge the deprivation.  JA21, 25, 28, 30; Complaint ¶¶ 81, 105, 129, 142.  The

district court did  not dispute the lack of notice and did not point to any opportunity

available to Harper to contest IRS’s summons to Coinbase for his financial records.

The court nonetheless dismissed Harper’s procedural due process claim, ruling

that Harper failed to identify any liberty or property interests infringed by IRS’s

seizure of his financial records.  JA93-94.  The court asserted that its ruling flowed

logically from its earlier ruling that Harper lacked property rights and an expectation

of privacy in his financial records sufficient to implicate his Fourth Amendment

protections against unreasonable searches and seizures.  Ibid.  The court was incorrect. 

Harper had a substantial property interest in his personal financial records, which he

placed in the hands of Coinbase as a bailment, as discussed above.

The district court also failed to acknowledge that the liberty interest in one’s

privacy derives from sources wholly distinct from the Fourth Amendment—e.g., other

provisions of the U.S. Constitution, federal statutes, common law, and (in Harper’s

case) New Hampshire statutes and the State’s Constitution. While government

interference with those liberty interests may in some instances be warranted, Harper

possesses a procedural due process right to be heard at a meaningful time and in a

meaningful manner before the government is permitted to do so.

51



The U.S. Supreme Court has repeatedly recognized that the “right to privacy”

is a “legitimate one” that derives from multiple provisions of the U.S. Constitution. 

Griswold v. Connecticut, 381 U.S. 479, 485 (1965).  The constitutional right to

privacy includes “an individual interest in avoiding disclosure of personal matters.” 

Whalen v. Roe, 429 U.S. 589, 599-600 (1977).  In Nixon v. Administrator of General

Services, 433 U.S. 425, 457-58 (1977), the Court applied that interest in avoiding

disclosure of personal matters to President Nixon’s efforts to prevent examination of

his personal correspondence.  Citing both Whalen and Nixon, this Court considered

constitutional protections against disclosure of personal matters in the context of an

individual’s objections to release of personal medical information from his psychiatric

report.  Borucki v. Ryan, 827 F.2d 836, 839-49 (1st Cir. 1987).

The district court sought to distinguish Whalen and similar cases by noting that

the IRS obtained Harper’s private financial records from a third party, not from

Harper himself.  JA94 n.6 (“stating that “[o]ne’s interest in avoiding disclosure of

account records maintained by third party financial institutions does not fit within

these categories of ‘personal matters’”).  But Whalen cannot be distinguished on that

ground; the Court held that the challenged statute implicated a patient’s right to

privacy even though the records whose disclosure the statute required (prescription

records prepared by the patient’s doctor) were not in the patient’s possession.
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Nor can Harper’s constitutional right-to-privacy concerns be diminished on the

ground that the personal information being disclosed (financial records) is somehow

less important than other types of personal information.  Multiple federal courts have

held that the liberty interest in privacy encompasses personal financial information. 

Payne v. Taslimi, 998 F.3d 648, 657 (4th Cir. 2021); Walls v. City of Petersburg, 895

F.2d 188, 194 (4th Cir. 1990) (holding that financial information required by

employment questionnaire implicated plaintiff’s liberty interest in her right to

privacy).    

Harper’s privacy rights also derive from the common law,14 New Hampshire

statutory law,15 and the New Hampshire Constitution.16  They also derive from 26

U.S.C. § 7609(f), which imposes strict limits on IRS’s authority to issue John Doe

summonses.  As this Court recognizes, “Congress passed § 7609(f) specifically to

14 Hamberger v. Eastman, 106 N.H. 107, 112 (1965) (the common-law “right
of privacy” includes protection against invasion of one’s “solitude or seclusion”).

15 See Right of Privacy Act, New Hampshire RSA 359-C:8.  The statute
prohibits state officials from obtaining an individual’s “financial or credit records”
from “a financial institution or creditor” except by virtue of a valid subpoena or
summons issued after the individual has been provided both notice of the subpoena
or summons and an opportunity to object.  

16 N.H. Const., Part I, Article 2-b (stating that “An individual’s right to live free
from government intrusion in private or personal information is natural, essential, and
inherent”).
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protect civil rights, including the privacy rights, of taxpayers subjected to the IRS’s

aggressive use of third-party summonses.”  Gertner, 65 F.3d at 971 (emphasis added).

IRS contends that its seizure of Harper’s financial records without a subpoena

and without probable cause did not violate the Fourth Amendment and was consistent

with its statutory authority.  It nonetheless acted in a manner that denied Harper all

opportunity to raise his right-to-privacy claims before it seized his records.  The denial

of that opportunity before impinging on Harper’s privacy violated the Fifth

Amendment, which prohibits deprivation of liberty interests without “due process of

law.”  As the Sixth Circuit explained, in a case involving police officers who objected

to release of personal information from their personnel files, “[T]he central meaning

of procedural due process is that parties whose rights are to be affected are entitled to

be heard; and in order that they may enjoy that right they must first be notified ... at

a meaningful time and in a meaningful manner.”  Kallstrom v. City of Columbus, 136

F.3d 1055, 1068 (6th Cir. 1998) (citations omitted).  The court enjoined the city

government from releasing personal information about the officers without first

providing them with notice of the intended release and an opportunity to object.  Id.

at 1069.

The district court ruled that the “process” Harper was afforded in this case

complied with the Fifth Amendment because it “adequately protected” Harper’s
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privacy interests.  JA94.  As evidence of adequate protection, the court cited the ex

parte proceeding at which a federal magistrate examined material submitted by IRS

to determine whether IRS satisfied the requirements of § 7609(f).  JA95.  But the

district court could point to no case law suggesting that such proceedings can serve

as an adequate due-process substitute for providing the affected citizens notice and an

opportunity to object.  Moreover, as explained above, providing notice to Harper was

eminently feasible.  If IRS could show that Coinbase use is indicative of tax

noncompliance, it could have obtained Harper’s name and contact information from

Coinbase and used that information to provide Harper with constitutionally required

notice.
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CONCLUSION

The Court should reverse the district court’s grant of Appellees’ motion to

dismiss for failure to state a claim, and remand the case the district court.
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